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1
Decision/action requested

Approve the updated conclusion for KI#1 in TR 33.738 [1].
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References
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3GPP TR 33.738 "Study on security aspects of enablers for Network Automation for 5G - phase 3"
3
Rationale

The contribution proposes to update conclusion for KI#1.
There are 3 solutions (solution 5, solution 8 and new solution 21) to address authorization requirement of KI#1. The table shows the pros. and cons. for each solution.

	Solution 
	Overview
	Impact
	Pros.
	Cons.

	5
	NRF takes care of NF authorization

NWDAFp takes care of requested data/analytics authorization
	NWDAF: needs to be pre-configured authorization information for requested data/analytics
	No additional communication cost
	Complicated configuration, there may be multiple NWDAFs to be configured

	8
	NRF takes care of both NF authorization and requested data/analytics authorization, token includes requested data/analytics
	New IE (requested data) in token request

New IE (requested data) in claim of token
	Simple configuration, all the configuration is on the NRF
	Increase communication cost, once the NWDAFc requests the new data/analytics to the same NWDAFp, there will be additional token request procedure

	21
	NRF takes care of both NF authorization and requested data/analytics authorization, token includes allowed data/analytics list
	New IE (allowed data/analytics list) in claim of token
	1) No additional communication cost.
2) Simple configuration, all the configuration is on the NRF.
	None


According to analysis above, main part in new solution 21 is proposed to conclude.
4
Detailed proposal

*************** Start of 1st Change ****************
7.1
Conclusion on Key Issue #1 "Protection of data and analytics exchange in roaming case”

For Key Issue #1, it is recommended to use the following principles as the baseline for protection of data and analytics exchange in roaming case:

-
The NRF uses token-based authorization to restrict the access to services of NWDAF from outside the own PLMN only to the new service(s) of the NWDAF described in TR 23.700-81 [2], clause 8.3. 
-
The NRF is used as the authorization server to issue a token to the NWDAFc based on policy. The token includes allowed data/analytics specification. 
-
The NWDAFp receives the request for data/analytics from NWDAFc and checks whether the requested data/analytics specification can be obtained by the NWDAFc according to the token in the request.
-
The security mechanism of restriction or anonymization of the data on the NWDAF is needed and is left for implementation.


*************** End of 1st Change ****************
